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Fig. 1. User-centered attacks, such as shoulder surfing, are a common privacy threat. They occur in everyday
situations; for example, while one is commuting or sitting in a park. We investigate these attacks using an
augmented mobile phone system with a fisheye lens to extend the viewport of the front-facing camera
capturing the current situation.

This paper contributes to our understanding of user-centered attacks on smartphones. In particular, we
investigate the likelihood of so-called shoulder surfing attacks during touch-based unlock events and provide
insights into users’ views and perceptions. To do so, we ran a two-week in-the-wild study (N=12) in which
we recorded images with a 180-degree field of view lens that was mounted on the smartphone’s front-facing
camera. In addition, we collected contextual information and allowed participants to assess the situation. We
found that only a small fraction of shoulder surfing incidents that occur during authentication are actually
perceived as threatening. Furthermore, our findings suggest that our notions of (un)safe places need to be
rethought. Our work is complemented by a discussion of implications for future user-centered attack-aware
systems. This work can serve as a basis for usable security researchers to better design systems against
user-centered attacks.
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1 INTRODUCTION

Smartphones have become an integral part of our everyday life. We not only store sensitive data
on our devices, such as photos, but we access sensitive information in the cloud through such
devices (e.g., online banking, instant messages, emails). This creates an inherent need to protect
smartphones from unauthorized access.

At the same time, authentication schemes commonly used on smartphones (e.g., PINs, lock
patterns, and passwords) are susceptible to so-called user-centered attacks. Such attacks include (1)
guessing attacks, in which impostors try to identify credentials by trying out all possible combina-
tions (brute force) or by making well-educated guesses (smart guessing attacks), (2) reconstruction
attacks, in which adversaries, who get access to a smartphone, try to reconstruct the password from
cues left on the screen (e.g., oily or thermal residues), and (3) observation attacks. In observation
attacks, adversaries try to observe credentials as users enter them on the smartphone. This attack
is particularly popular because no technical means are required and opportunities occur frequently
(i-e., during each authentication event).

Prior work has suggested modifications to existing knowledge-based authentication schemes
and novel concepts, all of which aim to mitigate the aforementioned threats [9, 14, 15, 22, 26, 27].
However, many solutions tackle attacks in one specific situation, considering one specific threat
model. What is still missing is solutions that consider different authentication contexts. Some
approaches in this direction exist, for example, mechanisms taking users’ location into account [29].
These omit the need for authentication if users are in a presumably safe environment, such as their
home. However, the context is usually more complex. Examples for context information that could
be considered include the number of people in close proximity, the time of the day, or the current
(cognitive) state of the user.

The driving research question behind our work is how often shoulder surfing attacks toward
mobile phones occur and how severe users perceive such attacks. To this end, we investigate
the user’s situation during authentication. To obtain an in-depth understanding of how shoulder
surfing influences the security of common authentication schemes, we built a mobile app that
obtains contextual information from (a) experience sampling and (b) the sensors of the smartphone.
In addition, we record pictures during the authentication process with a modified 180-degree
front-facing camera to support participants in a post-hoc assessment of the authentication situation.
We then conducted a two-week in-the-wild study with twelve participants using the described app.

Our findings show that the opportunity for shoulder surfing-based observation attacks exists in
about 10% of all authentication events. Familiar places (home, workplace) are particularly vulnerable,
but incidents are not always perceived as threatening by users. Our results yield implications for
the design of mechanisms that are robust against observation attacks and can serve as a basis for
the design of more sophisticated context-aware authentication concepts.

Contribution Statement. The contribution of this work is twofold. First, we investigate shoulder
surfing attacks during touch-based unlock events and provide insights into users‘ views and
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perceptions for real world authentication events. Second, we contribute a novel methodology
to assess contextual information of potential shoulder surfing situations in-the-wild, providing
insights beyond prior field studies employing traditional experience sampling.

2 BACKGROUND AND RELATED WORK

Observation attacks, such as shoulder surfing, are commonly referred to as user-centered attacks.
These attacks refer to the observation of an individual entering their password by an attacker,
without the individual’s knowledge [5]. Such attacks — in contrast to malware [3, 18] — do not nec-
essarily require malicious software to be installed on the device. Besides the physical observation,
other means to conduct such attacks includes cameras placed in the environment or directly exploit-
ing the mobile’s camera to infer the password from interpreting the user’s eye movement while
entering a password [28] or inferring from the user’s hand movement to the actual password [23].
As will be outlined below, this type of attack received considerable attention from the research
community. Two aspects of previous work are of particular interest to our research. Firstly, we
review approaches to mitigate observation attacks. Secondly, we summarize work that contributes
to our understanding of observation attacks.

2.1 Mitigating Observation Attacks

Both the modification of existing and the development of novel authentication schemes were
proposed to mitigate observation attacks. Papadopoulos et al. used a hybrid keypad to mislead
the attacker from observing the correct PIN [17]. SwiPIN [26] requires users to enter the PIN
according to a direction assigned to each digit, thus making input difficult for an adversary to
observe. Similarly, Holz et al. [12, 13, 25] combine PIN and vibration.

Further approaches focused on using other modalities, such as gaze [6, 14]. Gaze input makes
shoulder surfing more difficult, since eye movements and input can hardly be perceived in parallel.
Khamis et al. improved this approach by combining gaze and touch for PIN entry [9, 11]. This
makes shoulder surfing also difficult for multiple attackers [10].

Summary. From this review we learn that a considerable amount of work is put into mitigating
observation attacks. At the same time, the vast number of approaches did not yet find their way
onto off-the-shelf smartphones. The reason might be that there is no universally viable solution
yet and most approaches generate an overhead for the user. We believe that a better understanding
of observational attacks — in particular an assessment of how users perceive the situation — could
pave the way towards mechanisms that provide a more holistic protection against such attacks.

2.2 Understanding Observation Attacks

In contrast to mitigating observation attacks, little is known on the actual context of user-centered
attacks. Harbach et al. were among the first to explore shoulder surfing as the most common type
of user centered attack [8]. In a field study, they logged all authentication events and applied
experience sampling to gain additional information on a subset of these events. Additionally, they
used Amazon Mechanical Turk to conduct a survey on shoulder surfing. Results show that in about
25% of cases, smartphone users consider authentication as unnecessary. In addition, participants
considered less than 1% of situation in which they were asked as risky. In contrast to our work,
however, users neither gained information on whether and how many potential shoulder surfers
were in their vicinity at the specific moment they unlocked the phone nor were supported in
recalling a situation — which we do by providing a picture.

Eiband et al. [7] conducted a survey study, collecting user stories of shoulder surfing situations.
The focus was on shoulder surfing in general. They found that the majority of shoulder surfing
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Fig. 2. The rating application (left) and the smartphone enclosure including, fish-eye lens (center: rendered
design, right: prototype).

incidents is opportunistic and most attackers focus on instant messaging and social networks. Using
a 360° video displayed on a head mounted device, Saad et al. explored gaze behavior in shoulder
surfing situations in a controlled lab experiment [20] showing that all users gazed on the phone.
Simiarly, Abdrabou et al. investigate shoulder surfing in virtual reality [1] and aim at understanding
how such attacks happen [2]. They identify three different stages including idle, approach, and
attack. In a lab study, Bace et al. showed that viewing distance and angle influences the shoulder
surfing feasibility [4]. In contrast, we assesses real world shoulder surfing incidents, bridging the
gap between VR studies and survey based approaches.

Summary. We extend prior knowledge on user-centered attacks and contribute to state-of-the-art
methodology. In particular, we employ a novel method that allows users to reflect on specific
situations by means of images, hence increasing the ecologic validity of the insights.

3 INVESTIGATING USER-CENTERED ATTACKS

Prior work focused on designing countermeasures to shoulder-surfing attacks. At the same time,
little work has been done to understand such attacks in real life settings. To close this gap, we (a)
contribute an approach that assesses parts of the user’s context while unlocking and (b) conducted
an in-the-wild study employing the approach with the goal of obtaining an in-depth understanding
of shoulder surfing attacks.

3.1 UCA Log Tool

We built a tool, supporting the assessment of contextual information of user-centered attacks (UCA
log tool). It consists of two parts: a custom made mobile phone enclosure and an Android logging
application (cf., Figure 2).

3.1.1  Mobile Phone Enclosure. We designed a custom enclosure for each participant in the study
reported later in this paper, so that participants were able to use their own phone (cf., Figure 2).
The mobile phone enclosure was 3D printed using a flexible TPU material and looked similar to
off-the-shelf mobile phone protection cases. It includes notches for cameras, buttons, and ports.
The enclosure also includes a fish-eye lens placed on the front facing camera. The lens extends the
field of view of the camera from a range of 60 to 80 degrees to 180 degrees.
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Fig. 3. Different fields of view of a mobile phone enclosure using a fish-eye lens, extending the front facing
camera. Two staged situations in a train (left) and in a park (right).

3.1.2  Android Logging Application. The Android application consists of a logging service and a
rating user interface.

Logging Service The service logs sensor data that help in understanding the context of each
authentication event. Note, that at no point in the study credentials or characteristics thereof (e.g.,
password length) were logged. First, the service automatically takes a picture with the front facing
camera at the moment the mobile phone is unlocked (i.e., the Android intent USER_PRESENT is
received through a broadcast receiver). This picture — taken through the fish-eye lens — shows the
surroundings of the participant and people potentially looking at the display during authenticating
(Figure 3). We apply face detection using the Google Mobile Vision API!, to extract the number of
faces. This information is used by the rating interface (see below) to make a recommendation and,
hence, ease the task of reporting the number of faces in the image by participants. In addition, we
also record the timestamp and current GPS location of the smartphone, the latter of which is used
to support the recall and assessment of the situation by the participant.

Rating Interface The interface allows participants to provide details on each authentication event
(Figure 2). It shows a list of the pictures taken during all new authentication events (i.e., the ones
not yet rated). Users can explicitly access the rating interface through the app. We also built a
mechanism, reminding participants to rate the authentication events. We triggered a notification
as soon as the user did not rate an event within two days.

As soon as participants select an authentication event, they can provide details. First, they can
select the category of the current location. Categories are derived from Eiband et al. [7] and include
home, public transport, theater or lecture hall, work or university, cafe or restaurant or bar, crowded
place, public space, and others. Besides the image, we presented the address, extracted from the
GPS coordinates, at the moment of unlock to support the assessment. Next, participant can select
the number of people visible in the image. We pre-select this value using the result of the face
detection to ease input. As soon as more than one person is detected (i.e., someone in addition to
the participant), we add two additional questions, namely, if these people are allowed to look at the
screen (yes, no, partly) and whether the participant perceived this situation as a threat (Likert item;

1Google Mobile Vision API: https://developers.google.com/vision/android/face-tracker-tutorial. A comparison of public
cloud computer vision services showed that out of 450 human faces, the Google Mobile Vision API detected close to 100%
correctly [24]. Actual numbers were determined by participants.
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1=strongly disagree to 5=strongly agree). Last, a check-box indicates that everything is filled in
properly. As the box is checked, the app shows the next unrated event.

The user interface also allows sharing data with researchers. Since authentication events happen
in various situations in which automatically taking pictures might be inappropriate, we only stored
images locally and did not upload them at any point. Rather, the interface generates a text file
out of the logged data (excluding the images) and the user’s rating. Next, the application triggers
an Android intent that allows transmitting the data (e.g., through e-mail or instant messenger).
We deliberately use this method to protect participants’ privacy, that is (a) participants have full
control over what is sent and when and (b) they can verify this (as opposed to, e.g., uploading to a
server in the background).

3.2 In-the-Wild Study

We conducted a two week in-the-wild study in 2018. During this study, we logged all authentication
events, that is when users entered their credentials to log into the smartphone, and let participants
rate these events.

3.2.1 Recruiting and Demographics. We recruited 13 participants (8 female, 5 male; 12 right-handed,
1 left-handed) aged between 20 and 29 years (M = 24.60,SD = 2.84) via University mailing lists.
The majority of participants hold a Bachelor’s degree (7), A-level (3), or Master’s degree (3).

3.2.2  Procedure. After participants arrived at our lab, we explained the purpose of the study, asked
them to provide written informed consent to participate, and fill in a demographic questionnaire.
Next, we asked participants whether they are familiar with the term shoulder surfing and, in case
they were not, provided an explanation of this kind of attack (i.e., people who should not be allowed
to look at the screen look at the screen). We then explained how the apparatus works and that
it automatically takes pictures from the front facing camera to which we have no access at any
time. Note that due to taking pictures automatically, people not being participants might have
been captured in the pictures. As pictures were only temporarily stored on participants’ phones
and neither made available to researchers or the public, this is compliant with national privacy
regulations of our country. The study received clearance from the <removed for anonymity> ethics
board. Participants did not voice any concerns. Next, we equipped their phone with a specific
enclosure and installed the Android app. If we did not have a fitting enclosure, we 3D printed one
and provided it the next day. We also asked them to lock and unlock their phone so that we could
briefly explain the app’s interface.

After the study, participants returned to the lab to give back the enclosure. In case their phone still
contained log data they had not yet shared we asked them to do so. Afterwards, we de-installed the
app from their phones. At this point, any data collection ended. We remunerated each participant
with € 10 plus € 1 for each day they rated all authentication events. If they rated all authentication
events throughout the two weeks they received an additional € 10.

4 RESULTS

Our results are based on the data from 12 participants. We removed data from one participant as her
phone broke during the study and, thus, we could not access the log file. On average, participants
rated the situations within Med = 9.4 hours (IQR = 1.9 — 25.9 hours ).

4.1 Unlock Events

First, we analyzed unlock events. Participants unlocked their phone in total 9145 times (M =
54/day, SD = 34) during the study. Each participant on average performed 754 events (Min = 214,
Max = 1793, SD = 437) . We categorized authentication events based on location (Figure 4-left).
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Fig. 4. Left: Distribution of authentication events based location. Login events mainly occurred at home and
at work. Shoulder surfing events also occurred more often in these locations, compared to public locations.
Notably, the majority of shoulder surfers at home were allowed to do so. Right: Percentage of authentication
events per location. The likelihood of a shoulder surfing event to be done by a person not allowed to look at
the phone is highest for lecture halls/theatres, narrow and crowded space, and in public transport. They are
less likely at work/university, in cafes, restaurants and bars, as well as in open public spaces.

We thereby use the same categories as Eiband et al. [7]. Most unlock events occurred at home
(50%), followed by participants’ workplace or, in the case of students, at University (about 25%).
Authentication in public space only contributes about 9% of unlock events.

4.2 Shoulder Surfing

Next, we looked at how often opportunities for shoulder surfing occurred and how they were
distributed across events (see Figure 4; green, yellow, red bars). We found that in 918 (M = 77 per
Person, SD = 68) out of the 9145 events, an additional person was visible (about 10%). Overall 1268
(M = 106 per Person, SD = 122) additional persons were visible. Thus, on average 1.4 additional
persons are visible per shoulder surfed authentication event. When looking at the distribution
of shoulder surfing events per location, we found that events occur most often in theatre halls
/ lectures, followed by narrow and crowded places, cafes, restaurants, and bars, and in public
transport (see Figure 5-left).

Investigating whether shoulder surfers are allowed to look at the user’s display (cf. Figure 5-left),
users disagreed in 372 events, where only a single person was visible (not allowed — red) and in
65 events, where multiple people were visible (partially allowed - yellow). Events were classified
as ‘partially allowed’ in cases where out of all people visible in the image there was at least one
person for whom users disagreed that they were allowed to look at the display. Hence, in 437 cases
out of 918 (48%) people were not allowed to look at the phone. We found that overall, shoulder
surfing events mainly occurred at work / University, followed by at home and in public transport.

When looking at the percentages, for most shoulder surfing events at home or in cafes, restaurants
and bars, people were allowed to look at the screen. In contrast, for shoulder surfing events in
theatre halls / lectures, public transport, work / University and narrow / crowded places, a high
percentage of people in the image were not allowed to look at the screen (cf. Figure 5-right).
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Fig. 5. Left: Distribution of shoulder surfing events per location and allowance to look at the phone. Shoulder
surfing events mainly occurred at work/university, at home, and in public transport. Right: Percentage of
shoulder surfing events per location. While a large number of shoulder surfing events occurred at home, users
stated for most cases, that shoulder surfer were allowed to look at the phone. Also in cafes, restaurants and
bars, the percentage of "allowed" shoulder surfers was rather high. In contrast, in theatre halls/lectures, in
public transport, at work/university, and in narrow/crowded places the majority of shoulder surfers was not
allowed to look at the screen.

4.3 Threats

Out of the 437 shoulder surfing events, the users rated 11 as a threat (i.e., ratings of "Agree" or
"Strongly Agree" — cf., Figure 6). Most shoulder surfing events by people who were not allowed
to look at the screen occurred at work / University and in public transport (Figure 6-left). Our
findings are in line with findings from Harbach et al. that less than 1% of incidents are considered a
threat [8]. When looking at which percentage of these were perceived as a threat (Figure 6-right),
we found that this was rarely the case for events at work / University as well as in narrow/crowded
places, and in theatre halls and lectures. In contrast, a large high percentage of events was perceived
as a threat at home, in public transport and in public open space. We discuss these findings in the
following section.

4.4 Times of the Day

The unlock events as well as the shoulder surfing incidents over time are depicted in Figure 7. We
found that incidents are more likely to happen between 9 pm and 12 am (15.7%) and 9 am and 12 pm
(12.9%) than between 5 pm and 8 pm (7.9%) and 6 am and 9 am (4.3%).

4.5 Limitations

We acknowledge the following limitations. The insights gained in this work are based on the results
of 12 rather young participants (i.e. students). This might increase the number of events logged in
the system given that younger people are more tech savvy (i.e., using the smart phone more often)
and in general more likely to be active, travel using public transport (i.e., having more situations
with strangers in their vicinity), and live more often in shared apartments.
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Fig. 6. Left: Distribution of shoulder surfing events by people who were not allowed to look at the screen and
how much of a threat they were rated by users per location. Most situations occurred at work/university as
well as in public transport. Right: Shoulder surfing events by people who were not allowed to look at the
screen and how how much of a threat they were rated by users per location. While a high number of people
who were not allowed looked at the screen of users at work/at University, the number of cases where this
was perceived as threat was low. In contrast, a rather high percentage of shoulder surfing events at home, in
public transport, and in public open spaces was considered a threat.

Impact of Daytime on Shoulder-Surfing Events
N Login Events

700 = Shoulder Surfed Login Events

Number of Events

10 15
Daytime

Fig. 7. Distribution of authentication events based on daytime. Login events peak in the morning and late
afternoon. Shoulder surfing events occur more often in the morning and evening.

We only capture parts of the user’s context. For example, we do not capture users’ state of mind,
tiredness, mood, or current task. Furthermore, the picture only provide a view of the scenery behind
the user and not in front.

Given the nature of the in-the-wild study, we could not control the moment when participants
rated the incidents. On average, participants rated the situations within Med = 9.4 hours and we
additionally reminded them after 2 days. Within that time, participants might have forgotten details
of the situation. Although we provided an image as memory aid, this could have affected their
rating of the situation.
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Another limitation concerns factors that influence the frequency of shoulder surfing events.
Firstly, the additional enclosure, including the fish-eye lens, might have attracted additional atten-
tion, although we designed the enclosure to be as unobtrusive as possible. Secondly, since this was
an in-the-wild study, we had no control over the fact that parts of the screen / the content might
have been covered by participants’ hands (i.e., hiding the PIN or password from attacker or not).
Thirdly, the characteristics of participants’ credentials (e.g., password length) could have affected
attention towards the screen. Since we did not log this information for privacy reasons, we cannot
rule out any effect.

We also do not know the exact times participants spend at each location. We did not continuously
capture participants’ location so as to not violate participants’ privacy.

Finally, participants might have a different perception of which situations pose a threat to their
phone. While we explained to participants what we mean by shoulder surfing during the briefing
for the study, this perception could still be influenced by many factors. This could include users’
general affinity to security / privacy, how well they recalled the situation they rated, or how they
feel about security in the place in which the picture was taken. We might have captured several
images or even a video during the authentication process to further help participants assess the
situation - yet this could have raised further privacy concerns and added substantial effort for
participants. Furthermore, the time between the unlock event and the users’ rating (Med = 9.4
hours) might have influenced users’ perception of the situation and, thus, the rating.

5 DISCUSSION

In the following, we discuss the implications of our work — in particular with regard to the design
of mechanisms with the objective to mitigate user-centered attacks.

5.1 Cost-Benefit of User-Centered Attack-Aware Systems

Shoulder surfing has been perceived as a threat to the privacy of users’ authentication credentials.
At the same time, the number of shoulder surfing events perceived as threat is rather low — 11 out
of 9145 authentication events have been rated as a threat. This confirms findings from prior work
[8] and is in line with research showing that authentication is only one among many other targets
of shoulder surfing [7]. This implies that designers of future approaches to mitigate user-centered
attacks need to take into account the effort solutions generate for the user. In particular solutions
that negatively influence usability or require user intervention should be applied with great care.
For example, Schaub et al. found that keyboards with lower usability are harder to shoulder surf [21].
At the same time, users might not want to trade usability for security, in particular, since the number
of shoulder surfing events perceived as threat is low.

Our findings contribute some insights here. For example, we found that for our participant
group shoulder surfing occurs more frequently during particular times of day. Future approaches -
specifically those requiring interventions — could account for this, for example, by being active in
those contexts.

5.2 (Un)Safe Places and Contexts

We found that some users considered their home a potentially unsafe place, since a considerable
number of the incidents they rated as threats occurred at home. There may be different reasons
for this. More situations that are perceived as a threat to privacy might occur in shared flats or
student dorms as opposed to situations in which users live together with their family. At the same
time, prior research showed that social insider attacks, i.e. cases in which people snoop on others’
smartphones, occur frequently in situations in which victim and attacker have a close relationship

[16].
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This suggests that previously introduced ’simplistic’ contextual authentication mechanisms
where, for example, a smartphone is automatically unlocked as it assumes the user is at home, may
need to be rethought. We extended the knowledge about the context in our work. Yet, there are
further contextual factors that could be investigated. Future research could also look more closely
into when a place in particular or a context in general is considered safe or unsafe. Furthermore,
the influence of the user’s cognitive, emotional, or physical state could be considered. This might
be useful, for example, for the design of mitigation strategies (i.e., a tired user might require more
visible interventions). Subsequently, authentication concepts need to be re-designed to account for
this.

5.3 UCA Awareness and other Apps

Knowledge of the smartphone about the risk caused by user-centered attacks has also implications
beyond authentication mechanisms. Applications could directly benefit from this information. If
the smartphone provided information on shoulder-surfing currently being possible, applications
could directly respond to this, for example, by removing sensitive information or closing the app.
However, doing so requires again an understanding of when users consider a threat important
enough to do so. This is not obvious: note, we found very few cases in our study, in which the
presence of others was considered a threat to smartphone authentication. One reason for this
might have been that to really be an issue for the user, adversaries would need to get hold of the
smartphone in addition to the credentials. For privacy-sensitive content, this is different, because
in this case it is enough for the adversary to perceive the content (e.g., confidential information or
compromising images).

6 FUTURE WORK: TOWARDS USER-CENTERED ATTACK-AWARE SYSTEMS

In the following we discuss aspects that, according to our findings, are relevant as we are designing
novel concepts that are aware of user-centered attacks. We consider knowledge-based authentication
as one important use case despite biometric approaches having gained popularity. Our findings are
also relevant as shoulder surfing attacks are not only targeting authentication but various types of
content and interaction [7].

6.1 Communicating Threats to the User

As the front-facing camera captures information on the user’s current context, one question is,
how to process this information. Several approaches have been proposed so far to communicate
this information to the user [19]. However, the low number of shoulder surfing events perceived as
threat in our study suggests that notifying the user each time shoulder surfing is possible is likely
to become annoying quickly. Hence, a focus of future research could be how to narrow down the
number of events in which a threat is apparent and only communicate these to the user. For example,
a system could learn contexts in which shoulder surfing is ok (e.g., when friends or spouse are
visible in the image).

6.2 Modifications to the Smartphone

One of the key tools for our study was the usage of a fish-eye lens to capture the environment behind
the user. Having such a lens embedded in the next generation of smartphones, would be beneficial
in combating observation attacks, as shoulder-surfing incidents could be identified in real-time.
Adding such a camera would align with the current trend of augmenting smartphones with more
and more cameras, both on the back and on the front of the phone. While the current purpose is to
enhance image quality, enable stereo-vision and add artificial depth, improving security might be
an interesting and beneficial new feature.
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6.3 Opportunistic vs. Intentional Shoulder Surfing

In this work, we measured how often bystanders had the opportunity to look at the user’s phone.
While - from a security perspective — this should be considered as a potential attack, we do not
have any insights whether or not the potential attacker (a) looked indeed at the phone and (b) had
malicious intentions. Bystanders could have simply looked around or looked at the phone out of
curiosity or boredom. Future work could investigate how malicious intent could be inferred from
gaze data, for example, through the time gaze is directed at the phone or by assessing whether the
same users repeatedly looks at the phone.

7 CONCLUSION

We presented our findings from a study that investigated user-centered attacks. In particular, we
assessed information on the user’s context while unlocking the smartphone by recording the scene
from the front-facing camera. We also recorded the current location and used experience sampling
to allow the users to further describe the situation. On the one hand, our findings provide specific
recommendations with regard to how authentication concepts can be improved to be more robust
against user-centered attacks. On the other hand, our findings suggest that some of the assumptions
we make about the security (and perception thereof) need further investigation. Hence, our work
should be of interest for designers of future shoulder surfing-aware concepts.
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