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Offenes GeolnformationSystem/Lage
Ziel/Vision - Definition

Die Grundideen eines offenen
Geoinformationssystems inklusive einer
Mulitlayer & -level IT-Sicherheit
bilden neben den aktuellen Techniken des
Internets, (offene) Standards und der
Serviceorientierten Architektur (SOA) der

OpenSource Gedanke.

Hierzu wird die Referenzumgebung Dienste (RuDi)
Ergebnis einer F&T-Studie vom IT-AmtBw A5 genutzt.

RuDi: Referenzumgebung Dienste
stellt auf die Anforderungen des
militarischen Umfeldes Anwendungen,
Anwendungsdienste (Service) und eine auf
Standards und OpenSource Produkte
basierende Referenzumgebung bereit.
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OpenGlS/Lage: Architekturibersicht

Open Streetmap
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RuDi & OpenGlS/Lage: Architektur
Einbinden beliebiger WMS-Server (Grundlage der Kartendarstellung)

OpenGlS/Lage basiert auf Java: JXMapKit und unterstitzt frei
definierbare WMS-Server als Kartengrundlage — Beispiele:

» OpenStreetMap (inklusive lokalen Cash)
» Bayern TK50
» GoeServer 2.1.2 (freie Installation)

L

sRIfifliEtay

Menu: N
Settings of
WMS Service

Additional Settings:
Sub Directory: [thueringen road/

Transparance: false

‘ GeoServer WMS Layer:
pemes @@~ Thueringen — Roads around limenau

© ©
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/@ OpenGlS/Lage Ubersicht

OpenGlS/Lage

Fahigkeiten (Extrakt)
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RuDi & OpenGlS/Lage: Anwendungsbeispiele

Beispiel: Routenplaner
Tools for route planning
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RuDi & OpenGlS/Lage: Anwendungsbeispiele
Beispiel: Blue Force Tracking (NFFI: NATO Friendly Force Information)

File MapView GPS SIP3/NFFI

¢ BOPTRR B QAQIBE ﬂllﬂl&@ill‘A #0Il§ﬁ.lﬂﬂ[&@sﬂ‘¢

1. GeoData Storage ‘ “
o v ; ‘

: Display o

Unit Identification Data:
Shortname: [enzzm

ot ovnsrvooe | [§] )

]
- ()
Longitude: {11.658124923706055 |

Subsystem: Tits Latitude: I48.0771614158644 ]
TransponderID: Altitude: {o.o |

Date: ’2012-03—171'12:06:20.745-&»01:00 '

Unit OperStatus Data:
Statuscode: OPERATIONAL

Footprint: null Strength:
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RuDi & OpenGlS/Lage: Anwendungsbeispiele
Erstellen eines NVG-Layers (Symbolgenerator MIL-STD-2525B Standard)

9 ‘i:ﬁj‘?"f,":‘
File GeoDtaStorage MapView SIPINFFI

s | & @ %
VG Tools |

g

O

00000

-
Q
C

L

[ X[ [<IAR[R D]

7
%Q

el XN

% .

=1l <O Y -

—

—_—

)
P
—

«

| Geota d-PC | Latitude: 48.05548006567314 Longitude: 11 73339843;5 Zoom: 4 | NEFTupdate: " OFF ¥
. NATO Vector Graphic Layer
NATO Vector Graphic (mit Routenplaner Layer)

Symbol Shapes nach
MIL-STD-2525B Standard
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RuDi & OpenGlS/Lage: Anwendungsbeispiele
Uberarbeiten der Objekte eines NVG-Layers

File GeoDtaStorage MapView SIP3MNFFI
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.........
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NVG Objekts einstellen
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RuDi & OpenGlS/Lage: Anwendungsbeispiele

Luft- bzw. spezifisches Karten Overlay
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Photoanzeige / Positionsanzeige

= GeoDto-Viewer - CXF Version 0
File GeoDtaStorage MapView SIPINFFI
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RuDi & OpenGlS/Lage: Anwendungsbeispiele
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File MapView GPS SIPANFFI
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RuDi & OpenGlS/Lage: Kombiniertes Anwendungsbeispiele
Routenvorgabe / Photos / HOhenprofile / NFFI-Tracking
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Unit OperStatus Data:
Status code: cPBumNAL v
Footprint: nat Svength:  |nul

Longitude: (118922099

106 km: 1.844 Altitude: 915m
= o

“h = |

= 8

S e 5|




RuDi & OpenGlS/Lage: Kombiniertes Anwendungsbeispiele
Operational-Message-Service: Senden & Empfangen von GIS-Daten

GeoDtaViewer

GeoDtaViewer
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Application
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RuDi & OpenGlS/Lage: Life bei WTD81 (CoNSIS Experiment)

Verlegbarer Gefechtsstand

Mobiler Knoten

RuDi Layer Struktur
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/@ OpenGlS/Lage Ubersicht

IABG RuDi & OpenGlIS/Lage Team

OpenGlS/Lage
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Multilevel und —layer
Sicherheitsfahigkeiten
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OpenGlS/Lage: Ziel / Vision

Ziel ein Multilevel u. —layer Fahigkeit zu unterstttzen mit:

» Authentication (Prafung der Identitat — Identifizierung)

» Authorization (Prufung der Berechtigung —Zugriffsberechtigung)
» Encryption (digitale Verschlisselung)

» Signature (digitale Unterschrift)

» Labeling (digitale Kennzeichnung von Informationsobjekten)

Hierzu wird basierend auf dem SOA Gedanken ,,bestehende
Fahigkeiten & Standards zu verwenden“ die:

» IT-Sicherheit (OASIS Standard WS*-Security, etc.)
» NATO Standard zum Labeln (Kennzeichnung von Daten)

der Referenzumgebung Dienste (RuDi) genutzt.
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Anteil ESB-Stub

5 =,

RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur
Basismodell basiert auf OASIS-Standards: WS*-Security etc.

r = B Gl . |
I Policy @ « Policy (10) |
RO .. Enfproement »|  Enforcement
| @ Point (PEP) Point (PEP) I
| Enterprise Service Bus (Middleware) i @ |
R (s Y| Mgy — ——|—— ——
A 4 ~— !
SAML - R |
Authorization Authentication ) @ Policy Decision | | Logging- :
Service Service Policy Information |  Point (PDP) | Service |
Point (PIP) 1l Ji e |
A [y
Statement Service [+ @
(Authentication) - XACML
>
= Y
Statement Service
i B > (Attribute) - Policy Retrieval
Point (PRP)
A Sexian Statement Service | _ )
(AL[n)tZQPgatnon Y Security Services
i cision q
Policy (Infragtructure)
reposttoly
I
Ma%ﬁﬂﬁ?an 3 | User Domain Ressource A dm:lczlslfration Flow control
Ravocation Management Management Management Point (PAP) and Audit
Security Management (Infrastructure)
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. RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur
RuDi Realisierung: Aufteilung in ESB-Stub und SOA-Infrastruktur

RuDi ESB-Stub -

RuDi SOA-(ESB-)Infrastruktur

IABG RuDi & OpenGIS/Lage Team 21



RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur
RuDi Realisierung: IT-Sicherheitseinzelschritte

Status of Cert.geger
=
)

T Validate Cert.senger

Get SAML Token by
Credential

Participant
(Consumer)

SOAP-Message

SAML Token
Certp(User-1Dsender PKserder/
Rolesgnger@domain ) + Signaturesrs
Signaturesenger
Encrypted(Payload)

#-Value=F(private keys.n., #)

Validate #-Value with PKggngerand

-
Y
« S
SAML Token Certp _

+ Signaturesrs
Validation of
OK User-ID / Role

Validate Rolesgrgar

on Resource
e ===
+—
OK

Get Cert.racower by User-IDgeconer
off remote Domain

4—
Cert.Receiver (PKrecsiver)

Validate SAML Token

store sender Info. (PKseder) Certparon Dy Signaturesrs » 3
N\
Re ceiving Validate & \\\\\\\\
PP Participant R°§’,?E;;E§3$§‘°’
/ (Provider) »
| NFFI/SIP3-Service | O
“_ _ /Va!ldalg Signaturesangar oK
__________ with PKsender Decrypt Payload with
private Keygecsiver [ 4
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RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur

Beispiel: RuDi IT-Sicherheitseinstellungen

Participant Policy

Eo SR - | -
oo e s plre - Change/Updte Priciportvorc S e s
File Participant Policies: Operation Policies: 1
‘:’ Q SIP3ParticipantPolicy [= Operation Policies ‘ 0
() Namespace: hitp:/RuDi/SIP3_Port_ReqRes/ParticipantPol [} nitp/DefaultiRuDi/OperationPolicy
G‘.A 3 =] Service Name: SIP3_Port_ReqRes D hitp://Default/RuDi/OperationPolicy/Labeling
;': = (£3 PullDataOperation [} http:/DefaultiRuDi/OperationPolicy/Authentication
T D Operation policy: hitp:/Default/RuDi/OperationPolicy/Co D hitp://senviceregistry.sopera.org/OperationPolicy/2.0/Defz

& SetDataOperatiorP [} nitp:isenviceregistry.sopera.org/OperationPolicy/2.0/Defa lencoding="ASCII"?>

-//Default/RuDi/OperationPolicy/Co D hitp://serviceregistry.sopera.org/OperationPolicy/2.0/Auth icy xmins:ns2="http:/ftypes.sopera.org/S

Service Registi W i i
COREY DeleteDat?Opergllon D hitp://Default/RuDi/OperationPolicy/Compression tion> 5 : i s
[ Service Reqifftry View L [ Operation policy: MTBopdx: [ uTBopdxauth rence URI="http:/Default/RuDi/Operatior
o[ GeoDta E lation> »
o 9 Synes me="PullDataOperation™=
o 9 senvicgRegistryAdministration rence URI="http://Default/RuDi/Operatior
o Operi onl‘@gService i i me="SetDataOperation™>
o= [ SenigeRegistryQuery \ | Operatl on al Po | | Cy rence URI="http://DefaulyRuDi/Operatior
o [ NFFI i
(7 — o < . £
o= [ Noti  RuDi-Explorer: Change/Update 13 Poli
o= [ NofiffcationConsumer - - - — |
o [ NotiffeationProducer Operation Policy: Policy Definition: ‘
o MTB . =<?xml version="1.0" encoding="ASCII"?> ”
& g GPS " =<wsp:Policy xmins:ns2="hitp:/itypes.sopera.org/SenviceRegistr| S [MTBopdxauth |
) Eepieih ‘{ij:f:ﬁf‘yon UR:  [MTBopdrauth |
o= [ GenKey_Seni <w%actly0ne>
o= 7 NVG-§envice <s€pa:HitpTransportt= \ X .
+ 9 Dom ) spExactyOne> Policy Assertions:
o / wsp:ExactlyOne> Transport Policy Assertion:
? ‘j SiP3_ <sopa:Authentication type:“SAMLT\en'b e -5 .
<fwsp:ExactlyOne> HTTP Transport
PI‘OV d er I <wsp:ExactlyOne=
- 7 izati urity Policy Assertion:
W|t po | Cy Protocol HITTE <sopa:Authorization/= Sec Policy Asserti
2 X : 2 <fwsp:ExactlyOne>=
D Link: http://rudi-cp-sys.vg1.rudi.deu:14711/services/re <wsp:ExactlyOne> P 0 I | c Authentication (SAML-Token)
o= [ SyncSeniceP2PconshMgmt <sopa:Encryption/= y o
o~ [ SoaPki_Senvice <hwsp:ExactlyOne> Assertions Authorization
- <wsp:ExactlyOne= g
[y RuDITestExplorerNLR \<sopa:8ignature HiEESageTAITES SOAP body Signature
<"”§:§;‘f°ﬂy0”e’ / SOAP body Encryption
<¥gpa:Compression/= 5
(M% A / [] Labeling
<iwsp:All o
<fwsp:ExactlyOne= Other, additional Policy Assertion:
< i |» l<fwsp:Policy=
Compression for SOAP body (GZip)

« ] [»
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RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur

Beispiel: Service-Operation mit WS*-Security

Request
Delete all
NFFI
entries

HTTP-Tracer

i Port 14715
Listen Port: | 14715 | Host: 127.0.0.1 Port: 14711 Proxy

State Time Request Host Target Host Request... Elapsed Time

Done |2012-08-07 07:26:11 127.0.0.1 127.0.0.1 POST /services/reqRes_Service/ HTTP/1.1 14036

REmc.ES

SOAP'Message ’ <v€se 91ns:wsse="http://docs.oasis—open.org/wss/2004/Ol/oasis—Z00401—wss-wssecuricy-secext-l.0.xsd" xml; 4
. ‘ < SecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-si
{ ken <saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion” xmlns:xs="http://www.w3.o0rg/2001/XMLSchem
‘ <saml2:Issuer/>
[Certp(User-l DSender/PKSender ) + <ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
H H <ds:SignedInfo>
RoIeSQnder@_domam] + Signaturesrts <ds:CanonicalizationMethod Algorithm="http://wine.w3.org/2001/10/xml-exc-clni"/>
Sl g natu I'€sender <ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
Enc rypted (Pay'oad) <ds:Reference URI="#_ SBOF4FF79DA8C2D3C913443243716597">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig¥enveloped-signature"/>
#-Valu e=F(priVate kEYSender , #) <ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c1l4nf">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
A </ds:Transform>
N </ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>dNGNtUd6H4YtRPR6LYdaUfYdIJE=</ds:DigestValue>

gnature_ <
P ~ </ds S
/{ \ &g: SignatureValue>BPSYFSE8D2AJCS31AC2ekwG5Q0tpMppfXgOBKAkpDUuoC4Hoj SUWKE2 j rOaIlOwgvzpPn3n+CWDPvKG14UdmSwCD

| NFFI/SIP3-Service |

N - - = S J <ds:X509Certificate>MIICcTCCAdqgAWIBAgGICBBIWDQYJKoZIhvcNAQEFBOAWHDEaMBgGAIUECWWRUNVEaVIDOTARQHILZG!

~ L~ __ - ——— 5

| | —— :

SAML Token

:Reference>

| I

| I [¥]xMLFormat [ Save | [ Resend | [ switchiayout
| o | — ——
v N
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Confidentiality Label (Beispiel)

<ConfidentialityLabel>
<Confidentialitylnformation>
<Policyldentifier>DEU</Policyldentifier>
<Classification>GEHEIM</Classification>
<Category Type=,RESTRICTIVE">
<GenericValue>Nur Deutschen zur Kenntnis</GenericValue>
</Category>
</Confidentialitylnformation>
</ConfidentialityLabel>

<MetadataBindingContainer>
<MetadataBinding>

RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur
SOAP-Message Erweiterung: Labeling von Informationsobjekten (Definition)

Basis: NATO ,,XML Labelling and

Binding“ / ,,NATO Research Task

Group on XML in Cross-domain
Security Solutions
(RTG-031/1IST-068)“.

<Metadata metadataType=,0riginalConfidentialityLabel*> /’—\
<ConfidentialityLabel/> e
</Mefadata>
<DataReference URI="..."/> =3 Informations-
</MetadataBinding> .
</MetadataBindingContainer> objekt
{ <Signature/> J K_/,/

IABG RuDi & OpenGIS/Lage Team 25
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RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur

SOAP-Message Erweiterung: RuDi Message Flow mit Labeling

Input:

-> Label Metadata

- Policyldentifer

- Classification

- Lifetime

(+ Originator Certificate)

2 ——

> Info.-Object-ID Policy-Assertion: Labeling
WSDL with Info.-Object-1D
Sending 8 Check
B Info.-Object-1D &
E:ir;uc':ggnt 3 Steps of WS*-Security Classification
4 Interceptor: Build and signature of the (Metadata)
Information Object with Label (requests  S—
the private Keysenger)
Label, Check
5 User-IDpeceiver User-1dreceve &
- Info.-Object-ID Classification
SOAP Tt:ssage ] : -
SAML Token S
[Certo{USer-IDsumge P ) + T I— ,‘_’Ch . LDAP
ROIBS 0 @domain] + Signaturesrs i ——
SigNatures,a User-ldsewe & girectory
Label Classification service
Policyldentifer, Classification, (Metadata)

Lifetime, Originator, etc. — Reference
to the Info.-Object (-ID)  é——
LabelInfo.-Object-Signatur

Payload (Encrypted)

Information Object
Reference to the Label é———

#-Value=F(private keyscu:, #)

'

11 Steps of WS*-Security

—® - 15 Check
Info.-Object-ID &
Classification

@ntaccoptor:; Valdation Policy-Assertion: Labeling
of the Information Object WSDL mit Info.-Object-ID

Receiving

Participant with Label (Certsgnder (Metadata)
(Provider) via XKMS) <«
/ \\ 14 | abel, Check User-ldsage &
19 User-1DRreceiver Classification
Output: Info.-Object-ID 16 (Metadaten)
Label-Information with — — =
Info.-Object Referenz 18 €«—— 7 €
Status -> OK Check
User-ldpeceiver & directory Y

Classification (Meladata)

service
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RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur
Beispiel: Senden einer gelabelten NVG Lage (VS-Zwischenmaterial/ GEHEIM)

File MapView GPS SIPANFFI

[ NOoPT2 ] Naw o

GeoData Storage 4]
Altesider ~
4p ;
in | -
- |, Mountainbike it et P e
- J) NFFI-COP IE g — A =
- ) nvg | 7

5 b [(GeoDta-Viewer - CXF Ve o O e T owl Message Interface -
fE tcases

-8B

Reieen
NVG_FI | e (Lac e)j“’“ﬁ File Message: Message Type:
Address: | OperationMsgService01@rudi-PC| E] Alert | (IE=ScE
senden il sl R 2l
@name: Radar-Kegel.pnvg > [¥] Information
\ =S = = > & — [[] Command
"

| Oberserver NFFI | Oberservation NFFI | Additional Text | Label Settings

/mm/ e . > 4 SOAP-Message

Classification Policy: |DEU

« m
GeoDta Service: GeoDtaSegfice|

SAML Token

Classification: VGEHEIM
| — _ [Certp(User-IDsengerPKsender) +
Category Type: VS-Zwischenmaterial . .
Label Rolesenger@domain] + Signaturesrs
|n fo ramtl O n en Originator: markus@rudi-PC Signatu I€sender

senden Label
Policyldentifer, Classification,
Gultigkeitsdauer, Originator, etc. —
Referenz zum Info.-Object-ID é—
Label/Info.-Objekt-Signatur

Payload (Encrypted)

Informationsobjekt
Referenz zum Label é——

#-Value=F(private keysender , #)
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RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur / Labeling

Beispiel: Empfangen und Anzeigen einer gelabelten NVG Lage

SOAP-Message

SAML Token
[Certe(User-IDsender/PKsender ) +
RoOlesene@domain] + Signaturess
Signaturesenge
Label
Policyldentifer, Classification,
Gilltigkeitsdauer, Originator, etc. —

Referenz zum Info.-Object-1D
Labelfinfo.-Objekt-Signatur
Payload (Encrypted)

Informationsobjekt
Referenz zum Label

#Value=F(private keysener, #)

ile MapView GPS S
([ ¢ 00T TRED ¢ A& @ |

T 1

2oData Storage § G S ~ 7

w GeoDta-Viewer - CXF Version 2.1: Operational Messagéinberfage
1 File Message: Message Type:

Address: iOperaﬁonMsgServiceommdwc | Alert
- Warning
Filename:  Radar-egel.prvg ’ information
[] Command

| oberserver NFFI | Oberservation NFFI | Additional Text | Label Settings

\ = \

Lab el q Classification Policy: |DEU ‘\

Category Type: ‘VS—Zwisd'xenmateriaI /

/7

o . [ :

E3

|
Inforamtiofien Cstote: | ) |
|

< i

| GeoDta Service: GeoDtaSericeProvider@rudi-PC | Latitude: 48.08662263389199  Longitude: 11.639585494995117 Zoom: 3 | NFFIupdate:  OFF

NVG-File (Lage) und
Label gespeichert
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RuDi & OpenGlS/Lage: IT-Sicherheitsarchitektur / Labeling
Beispiel: Abgespeichertes gelabeltes Informatinsobjekt (NVG-Lage)

Informatinsobjekt & Label

" . L . i L G 4 I
: .. » Computer » System (C:) » DATA » RuDfHome » GeoDtaViewerHome » optMsg v H optMsg durchsuchen o

Organisieren v In Bibliothek aufnehmen v Freigebep far v Brennen Neuer Ordner =~ il @
— |
A 2
¥ Favoriten 2 Name Anderungsdatum Typ G
B Desktop = | Radar-Kegel.pnvg 07.08.2012 07:16 PNVG-Datei
& Downloads ~ || Radar-Kegel.pnvg.20398e9¢e-83f5-46 ce-96 ee-a7 ced4 d5043f.Ib 07.08.2012 07:16 LB-Datei

2 Zuletzt besucht

| C:ADATA\RuDi_Home\GeoDtaViewerHome\optMsg\Radar-Kegel. pnvg.2 flb

- Bibliotheken
[ Bilder

N\

Datei Bearbeiten Suchen Ansicht Kodierung Sprachen Einstellungen Makro Ausfihren TedFX Erweiterungen Fenster 2

a2 s EE s hBldhRoei gl 22 BRIEIERDQENEREEevY E GV

2 Elemente |

B odt-wssecunty-2.5.2 pom | E [abet xml I HE newita | B TraceOptMsgCompression td E %dar@egémvgﬁ%&%i?&ée%eeéke“ﬁﬁ?fg (]
1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?><ns2:MetadataBindingContainer

xmlns="http://www.w3.0rg/2000/09/xmldsig#" xmlns:ns2="urn:int:nato:ia:metadatabinding:draft"”

\»xmlns :ns3="urn:int:nato:ia:xmlsecuritylabel:xmlconfidentialitylabel:draft”"><ns2:MetadataBinding><
ns2:Metadata metadataType="OriginatorConfidentialityLabel”"><ns3:ConfidentialityLabel
Id="GEHEIM"><ns3:ConfidentialityInformation><ns3:PolicyIdentifier>DEU</ns3:PolicyIdentifier><ns3:
Classification>GEHEIM</ns3:Classification><ns3:Category
Type="VS-Zwischenmaterial"/></ns3:ConfidentialityInformation><ns3:0riginatorID>markus@rudi-PC</ns
3:0riginatorID><ns3:CreationDateTime>2012-08-07T07:14:56.981Z</ns3:CreationDateTime></ns3:Confide
ntialityLabel></ns2:Metadata><ns2:DataReference
URI="#20398e9e-83f5-46ce-96ee-a7ced44d5043f"/></ns2 :MetadataBinding></ns2:MetadataBindingContainer

>

Label File
(Inhalt)

Normal texi 853 chars 853 bytes 1 lines Ln:1 Col:1 Sel:0 (0 bytes) in0 ranges
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OpenGIS/Lage (GeoDta-Viewer)

arkus Franke
System-Ingenieur
FlUhrungs- & Kommunikationssysteme
(Projektleiter RuDi & OpenGlS/Lage Ersteller)

1 Tel.: 089 / 6088 2497
\ Email: Markus.Franke@iabg.de
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