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SATCOM Crash Course
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Theory to Practice
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Nation-State Tech

Photo: Het grondstation van de NSO, Wutsje, July 2012, Wikimedia Commons, CC BY-SA 3.0
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$300 of TV Equipment

Selfsat H30D ~$90 (or any 
satellite dish + LNB)

TBS-6983/6903 ~$200-300 
(or comparable PCIE tuner)
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GSE (Generic Stream Encapsulation)
• More modern, popular among enterprise “VSAT” customers

• In practice, networks assume equipment in the $25k-$100k range
• Doesn’t work well on our hardware (32 APSK)…
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Corruption Disruption
• Built “GSExtract” - a 
forensic tool to reconstruct 
lossy feeds
• Applies simple rules to find 

likely packet headers / re-
assemble broken fragments

• More detail here: 
https://doi.ieeecomputersoci
ety.org/10.1109/SP40000.20
20.00056

•Try it out
• https://github.com/ssloxford/

gsextract

Packet Recovery Rate Using GSExtract
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Findings
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The Basics
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NO DEFAULT 
ENCRYPTION

ISP-ESQUE 
VANTAGE POINT

BREACH THE 
PERIMETER



TLS?
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Top SSL Certificate Names 
(MPEG-TS Case Study)



Communications
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IOT & Critical Infrastructure

“admin-electro…..”
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Maritime
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Case Study: 100 Random IPs
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Case Study: 100 Random IPs
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ECDIS
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Privacy

Captain of Billionaire’s Yacht – MSFT Acct. Crew Passport Data
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Aviation
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Electronic Flight Bags
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Femtocells
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Active Attacks?
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“Untraceable” Exfiltration: Requirements
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ROUTE FROM COMPROMISED 
HOST TO SATELLITE IP

DISH INSIDE FORWARD LINK 
FOOTPRINT
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Compromised PC Attacker’s Server
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Compromised PC Attacker’s ServerInternet
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Compromised PC Attacker’s ServerInternet SATCOM Customer
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Compromised PC Attacker’s ServerInternet SATCOM Customer



Ethics & Disclosure

Adhered to legal 
obligations in jurisdiction 

of data collection

• Data stored securely 
and only while needed

• Data was never shared 
with 3rd parties

• Encryption untouched

• Won’t “name and 
shame”

Followed responsible 
disclosure process

• Contacted satellite 
operators in 2019

• Reached out to some of 
the largest impacted 
customers

Vast majority of 
companies were 

receptive

• Shared findings directly 
to CISOs of several large 
orgs

• Unclear if any changes 
have been made…

• Only one organization 
threatened legal action 
if we published!
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Thanks FBI!
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Thanks FBI!
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Why????
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Performance First!
• Space is far and round-trip 
times (RTT) to GEO are long

• TCP especially troublesome 
because of the 3-way 
handshake

• ISP = Benevolent “attacker” 
snooping on your traffic
• But they can’t do this if you 

use a VPN  i    atenc  atellite
 o 

 ro nd tation
to

 nternet

 at  odem to
 or  tation

JAMES PAVUR, CODE 2020 - SPACE SYSTEM SECURITY WORKSHOP



QPEP: VPN + PEP
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Contribute / Try It Out: https://github.com/ssloxford/qpep



Traditional VPN Encryption (OpenVPN) Encrypted PEP (QPEP)

~25 seconds ~14 seconds
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Lessons Learned

Threat Models

Change

Security is Shared Security Doesn’t Always 
Win
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Questions? – james.pavur@cs.ox.ac.uk
• Longer presentation on this research: “Whispers Among the Stars” 
at DEFCON 28: https://www.youtube.com/watch?v=ku0Q_Wey4K0

•Academic Publications:
• Pavur, James, Daniel Moser, Martin Strohmeier,         L      ,                    . “A      

              :                               A                .”    2020 IEEE Symposium 
on Security and Privacy (S&P). Oakland, CA: IEEE, 2020.

•      , J    ,             ,         L      ,                    . “                  :    
Privacy and Infrastructure Security in DVB-                 b   .” A  , 2  9.

• Pavur, James, Martin Strohmeier,         L      ,                    . “    : A     -Based 
Approach to Encrypted Performance Enhancing Proxies for High-L                      b   .” 
(Under Peer-Review, Pre-print at ArXiv:2002.05091 [Cs], February 12, 2020. 
http://arxiv.org/abs/2002.05091).
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